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DETAILED ACTION 
Response to Arguments 
Applicant argues that Rao fails to teach a packet modifier device is separate from the 
network application server. In response to Applicant's argument, Examiner maintains that the 
cited portion teaches the limitation above. Rao teaches that the computer software and data at the 
router 16 (see figure 1) includes a translation table, translation engine, application database, and 
management system. Rao further states that these components may be . . divided for 
processing in or remotely from the router 16 and otherwise stored in system or other suitable 
memory in or remotely from the router 16 without departing from the scope of the invention 
(column 4, lines 26-30)." Examiner interprets this to teach that the translation engine, which 
performs packet modification, may be remotely located from the router, therefore disclosing the 
claimed limitation. Examiner also interprets this to teach that the network address translation 
mechanism taught by Rao may be distributed. 

Applicant also argues that there is no mention or suggestion in Durham alone or 
in combination with Rao of a distributed address translation mechanism that uses COPS for 
communication between different devices with perform different tasks in the address translation 
process. However, Durham et al teach that COPS-PR protocol is used on one side of a network 
near a network boundary such as the one taught in Rao (page 36, paragraph 4). It would have 
been obvious to one of ordinary skill in the art to employ the COPS protocol taught by Durham 
et al in the network as taught by Rao because employing COPS-PR provides a secure protocol 
near network boundaries (Durham, page 36, paragraph 4)." 
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Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 1-7, 10-11, 13, 15, 17-18, 20, and 22 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Satyanaranyana B. Rao, (US Patent No. 6,535,51 1 Bl, hereinafter "Rao"). 

Regarding claims 1, 5, 10, and 17, Rao teaches a private communications network 
; comprising: 

an end system configured to communicate with a remote system via a network 
separate from the private communications network (column 3, lines 39-45, separate 
network is a public network); , 

a distributed address translation mechanism (column 4, lines 25-30, router 16 may be 
distributed; column 4, lines 35-39, translation engine) comprising: 
a network application server to receive a call request indicating the remote system 
wishes to communicate with the end system (column 3, lines 20-30) and using an 
address mapping table configured to communicate with the network application 
server to generate at least one address mapping responsive thereto (column 4, lines 
35-48, combination of address database and translation table is address mapping 
table); and 
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a packet modifier device, separate from the network application server (column 4, 
lines 25-30, "computer software and data may be otherwise combined and/or divided 
for processing in or remotely from the router 16 and otherwise stored in a system or 
other suitable memory in or remotely from the router 16 without departing from the 
scope of the present invention") configured to receive a call request from the remote 
system via the separate network, to receive the address mapping from the network 
application server and to use the at least one address mapping to map communication 
packets from the end system for transmission on the private network in accordance 
with the address mapping information (figure 3, application table 68, application 
database 64; column 5, lines 1-10; column 4, lines 14-17; column 4, lines 35-59, 
translation engine is packet modifier). 
As per claim 2, Rao teaches the network of claim 1, wherein: 

the end system is configured to communicate with the remote system by 
sending communication packets to the packet modifier (column 3, lines 39- 
45); and 

- the packet modifier is configured to map, communication packets from the 
end system by substituting at least one of source and destination addresses in 
the packet according to the mapping from the network application server 
(column 4, lines 35-59). 
As per claim 3, Rao teaches the network of claim 2, wherein the packet modifier is 
configured to substitute at least a source address in the packet (column 3, lines 26-28). 
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As per claim 4, Rao teaches the network of claim 1, wherein the network application 
server is configured to provide the at least one address mapping to the packet modified a 
1 command according to a predetermined protocol (column 3, lines 39-48). 

As per claim 6, Rao teaches the system of claim 5, wherein the address mapping table is 
configured to store information on an address mapping of at least the end system (column 4, 
lines 56-59). 

As per claim 7, Rao teaches the system of claim 5, wherein the network application 
server is configured to access the address mapping table responsive to a request by the end 
system to communicate with the remote system (column 4, lines 35-59). 

As per claim 8, Rao teaches the system of claim 5, wherein the network application 
server is configured to access the address mapping table responsive to a request by the remote 
system to communicate with the end system (column 4 } lines 35-49). 

As per claim 9, Rao teaches the system of claim 5, wherein the network application 
server is configured to send a command to the packet modifier to push the mapping association 
to the packet modifier (column 4, lines 35-48). 

As per claim 11, Rao teaches the method of claim 10, wherein modifying packets 
includes modifying packets by substituting addresses of the packets corresponding to the end 
system (column 3, lines 26-28). 

As per claim 13, Rao teaches the method of claim 10, further comprising using the 
network application server to communicate the address mapping to the packet modifier device 
via a command protocol (column 3, lines 45-48). 
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As per claim 14, Rao teaches a method of generating address mappings using a 
distributed address translation mechanism including a network application server and a separate 
packet modifier device, the method comprising: 

receiving, at the network application server, a request to establish a communication 
session between an end system connected to the network and a remote system 
connected to a public network (column 3, lines 20-30); 

accessing an address mapping table connected to the network application server to 
obtain address mapping information relating to at least one of the end system and the 
remote system (column 4, lines 52-59); 

generating an address mapping association based on the address mapping information 
(column 4, lines 52-59); and 
- pushing the mapping association to a the separate packet modifier for modifying 
packets sent from one of the end system and the remote system to the other (column 
4, lines 25-30, packet modifier may be separate; column 4, lines 52-59, information is 
passed between the packet modifier and address mapping table for translation of 
packets between the end point and the remote system and vice versa). 
As per claim 15, Rao teaches the method of claim 14, wherein the address mapping 

association relates to at least the end system (column 4, lines 35-59, relates to end system or 

remote system). 

As per claim 16, Rao teaches the method of claim 14, wherein pushing the mapping 
association is done using a command language (column 4, lines 35-48; column 4, lines 24-30). 
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As per claim 18, Rao teaches the network of claim 17, wherein the packet modifier 
device is configured to receive communication packets via the separate network from the remote 
system, process them using the address mapping from the network application server and pass 
the processed packets to the end system (column 4, lines 14-17; column 4, lines 35-59). 

As per claim 19, Rao teaches the network of claim 18, wherein the packet modifier 
device (column 4, lines 35-59) is configured to process the communication packets by 
performing a destination address substitution according to the address mapping from the network 
application server (column 3, lines 26-28). 

As per claim 20, Rao teaches the network of claim 17, wherein the network application 
server is configured to provide the at least one address mapping to the packet modifier device via 
a command according to a predetermined protocol (column 4, lines 44-46). 

As per claim 22, Rao et al teach the network of claim 17, wherein the network application 
server is further to send a message to the remote system providing an address on the separate 
network which will be mapped by the packet modifier device (column 5, lines 33-43, 
management system updates router with address, message with address is sent in the payload). 
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Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Rao in view of 
Borella et al (US Patent No. 6,353,614). 

Regarding claim 12, Rao teaches the method of claim 10, Rao does not explicitly teach 
that the network application server is one of a plurality of network application servers, each of 
the plurality of network application servers serving separate address pools associated with 
different types of data streams. 

However, Borella teaches a distributed network application server that is one of a 
plurality of network application servers (column 9, lines 1-30), each of the plurality of network 
application servers serving separate address pools (column 9, lines 1-30) associated with 
different types of data streams (column 7, lines 58-60). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the teachings of Rao with 
that of Borella in order to prevent bottlenecking of the router performing address translation 
(column 33-38). 
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Claim 21 is rejected under 35 U.S.C. 103(a) as being unpatentable over Rao in view of 
Durham, et al 1 . 

Regarding claim 21, Rao teaches the network of claim 20. Rao teaches that a protocol is 
used in address translation in column 4, lines 44-46. Rao does not teach that the protocol is 
specifically COPS-PR. However, Durham et al teach that COPS-PR protocol is used on one side 
of a network near a network boundary such as the one taught in Rao (page 36, paragraph 4). It 
would have been obvious to one of ordinary skill in the art to employ the COPS protocol taught 
by Durham et al in the network as taught by Rao because employing COPS-PR provides a secure 
protocol near network boundaries (page 36, paragraph 4)." 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 



1 Durham, et al., "The COPS (Common Open Policy Service) Protocol", The Internet Society, January 2001. 
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however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shabana Qureshi whose telephone number is (703) 308-61 18. 
The examiner can normally be reached on Monday - Friday, 8:30am to 5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hosain T. Alam can be reached on (703) 308-6662. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Shabana Qureshi 
Examiner 
Art Unit 2155 

February 18, 2005 

HOSAIN ALAM 
SUPERVISORY PATENT EXAMINER 



